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Explanatory note

The relationship between PD 0008 and ISO/TR 15801

Introduction

The second edition of the Code of Practice for Legal Admissibility and Evidential Weight of
Information Stored Electronically was published by BSI in 1999 as PD 0008. It has proved to
be very successful, and has been implemented in a wide range of business sectors, including
public authorities and private companies. Organizations following the guidance in the Code of
Practice are able to demonstrate its value in achieving the maximum benefit from their
electronic document management systems (EDMS) and electronic records management
systems (ERMS). One example of this is the need for the retention of original paper
documents (or the need to create paper copies of electronic documents). Many organizations
have used compliance with the recommendations of the Code of Practice as the "trigger" for
electronic only policies, eliminating the need to keep paper "just in case".

With the success of PD 0008, and a need from the marketplace to create a publication along
the same lines as PD 0008 but with a more international scope, it was decided to initiate a
project within the International Organization for Standardization (ISO) to create ISO/TR
15801, Electronic imaging — information stored electronically — recommendations for
trustworthiness and reliability. Whilst the BSI Code of Practice was used as the initial draft
for ISO/TR 15801, the process of drafting a document with international applicability has
inevitably led to a number of differences between the two publications. This explanatory note
has been produced:

e to inform existing and potential users of either of these two publications of the
similarities and differences between them;
e to enable the reader to determine which publication is most appropriate to their needs.

What is the difference between a Code of Practice and a Technical Report?

The Code of Practice was published as a BSI "Published Document” (PD), rather than as a
British Standard (BS) in recognition of the rapid rate of development of information
management solutions. As a code of practice, it provides a framework and guidelines that
identify key areas of good practice for the implementation and operation of electronic
document management systems, irrespective of the type of document being managed, and
irrespective of the storage media being used.

ISO/TR 15801 is a technical report, bringing together information from worldwide sources on
the subject of demonstrating the authenticity of electronically stored information. It is
informative in nature and cannot be complied with, as distinct from International Standards
that contain compliance requirements. Often, as is anticipated in this case, ISO technical
reports develop into International Standards in due course. Technical reports are often narrow
in scope, to ensure that international acceptance can be achieved. In the case of ISO/TR
15801, the scope has been limited to scanned image files.

Information management systems covered by the two publications

The Code of Practice covers all types of electronic information management systems, using
any type of storage media. It can be used with EDMS and ERMS systems, as well as hybrid
systems. Stored information can be of any type, from e-mail messages, through word-
processed files, spreadsheets, Computer Aided Design (CAD) files etc., to scanned images. It
can also be applied to systems that include video and/or audio files.

ISO/TR 15801 is intended for use with document scanning systems only, and is therefore not
applicable to text files and other "non-scanned" file formats.



National/international applicability

There is a difference in emphasis between the two publications at a national/international
level. The objective of the Code of Practice was to resolve the issue of legal admissibility and
evidential weight of information stored electronically that was restricting the adoption of
document imaging in the UK. Many organizations were not achieving the maximum benefit
from the use of electronic document storage systems, particularly where there was a
reluctancy to destroy original paper records, or abandon the requirement to create paper
copies "for the file", both of which the new legal and regulatory requirements are moving
towards. To assist in meeting this objective, references to UK law were added in an annex,
giving the publication a UK bias.

The objective of ISO/TR 15801 is to be able to demonstrate that document images stored
within an electronic storage system are trustworthy and reliable. Such an objective is
international by nature, as it addresses technology and procedural issues as opposed to legal
ones. Thus, ISO/TR 15801 can be used on a worldwide basis, within the scope of relevant
national laws or regulations

Detailed differences

General

In overall terms, ISO/TR 15801 contains less practical guidance than the Code of Practice.
Much of the material in the Code of Practice that gives clarifying guidance has not been
included in ISO/TR 15801 because it is not specifically relevant internationally. Much of the
annex material from the Code of Practice has also not been included.

Information Management Policy

ISO/TR 15801 does not specifically recommend the inclusion of a security classification
scheme within the information management policy document as the Code of Practice does.
Such a scheme is applicable to systems that have varying security-marking requirements (e.g.
top secret, secret, confidential, public) for stored information. ISO/TR 15801 covers security
in more general terms.

Also, as the scope of ISO/TR 15801 is restricted to scanned image files, the section on file
formats relates to image files only. The Code of Practice covers all types of file format.

Duty of Care

There are no significant differences between the Duty of Care (e.g. security and consultations)
sections in the two publications.

Procedures and processes

As ISO/TR 15801 only deals with scanned images, there are no sections relating to "data
files", as there are in the Code of Practice. The recommendations given in an annex in the
Code of Practice on document scanning procedures have been included in the main body of
ISO/TR 15801.

A section on the capture of data from scanned images has been added to ISO/TR 15801. This
is appropriate for use (for example) with Optical Character Recognition (OCR) and Intelligent
Character Recognition (ICR) techniques.

Sections on self-modifying files and voice, audio and video data, which are present in the
Code of Practice, have been omitted from ISO/TR 15801.



Enabling technologies

The section in the Code of Practice on compound documents has not been included in
ISO/TR 15801.

Audit trails

The main elements relating to audit trails are common to the two publications. As there are no
compliance issues in ISO/TR 15801, the section in the Code of Practice on compliance using
the Compliance Workbook has not been included in ISO/TR 15801.

A summary of the differences between the Code of Practice and ISO/TR 15801:

Subjects covered PD 0008 ISO/TR 15801

Scanned image files

E-mail

Word processing

CAD files

Audio

Video
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Other file formats

Compound documents

OCR and ICR guidance Little coverage

Security classification Y

“trustworthiness and reliability” issues Y
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“legal admissibility and evidential Y
weight” issues
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UK Legislation

International applicability

Compliance with publication

Is the Code of Practice still needed?

The major advantage that the Code of Practice has over ISO/TR 15801 is that it contains a lot
of practical advice relating to its implementation, particularly in the UK marketplace. This
makes it easier to understand, and helps with its application in an operational environment.
Another major benefit of the Code of Practice is that it covers any type of electronic
information, whereas ISO/TR 15801 only covers scanned images. Hence, the Code of
Practice could be used in applications where e-mail, word processing and other office
applications, CAD files, video or audio files are being managed.




Additional assistance is available in the form of a Compliance Workbook (PD 0009), which
has been designed as an audit tool for use in understanding, reviewing and documenting
compliance with the recommendations of the Code of Practice.

Revision of PD 0008
A revision of the Code of Practice is underway and will include:

e the content of ISO/TR 15801;

e new developments in document management technologies not covered in the 1999
version of the Code of Practice;

e new practical advice;
case studies;

e reference to other guidance material such as Model Requirements' and the Public
Record Office system compliance scheme?’;

e the impact of new legislation in the UK (such as the Electronic Communications Act
2000);

e guidance on the similarities and differences between the functionality of EDMS and
ERMS systems and hybrid systems.

The revised version of PD 0008 is now being drafted, with publication planned for late
Autumn 2003.

Code of Practice or Technical Report?

For organizations based in the UK, the Code of Practice offers all the relevant advice to
ensure legal admissibility and maximize evidential weight of electronically stored
information. The practical advice and case study sections that will be available in the 2003
revision will give further guidance on the understanding and implementation of its
recommendations.

Whilst the Code of Practice is UK-specific, multi-national organizations would find both
publications applicable because the recommendations in the Code of Practice would apply in
UK divisions and ISO/TR 15801 could be used to assist non-UK divisions to formulate their
local and international policies.
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